Ephemera — data-flow diagram

Read-only collection - local redaction - region-pinned processing - 24h raw-data deletion - Al on redacted text only

Kubernetes cluster

Read-only access.
Scanners never connect live.
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CLI - collect (local)

kubectl dump — redactor
- SBOM

secrets redacted at source
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upload_dump
TLS - region-routed upload
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Ephemera — data-flow diagram
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Customer environment & workstation

Object storage (raw dump)
S3-compatible, encrypted at rest

auto-delete < 24h - signed log

'

cloud_scan_worker

9+ scanners, fully OFFLINE
ephemeral VM - self-terminates

!

fuse + dedup + compliance

canonical findings -
12 framework mappings
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Control-plane DB

findings, scores, trends, accounts

redacted #ndings —

Dashboard API

RBAC - JWT - HttpOnly
refresh cookie

Exports

PDF - SARIF - JUnit
Executive PDF - JSON
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aggregates retained (no raw data)

Tenant registry

id, region, name,
billing_email — only
cross-region stored entity

ai_service

builds prompts from
redacted findings only
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Region-local provider endpoint :
EU — Mistral (FR) - US — Anthropic :
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in-region - direct - no aggregator
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Model: Mistral (EU) / Claude (US)

region selects model, host & key

Integrations
Slack - Jira - PagerDuty (allowlisted)

Scaleway TEM
transactional email (EU)

Sentry
errors / metadata, no cluster data



